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Abstract—Automated vehicle combines physics and
computation on the basis of environment perception. It can
realize intelligent interaction with the environment. Automated
vehicle is a typical CPS. However, the continuous changes of
driving physical space bring certain challenges to the safety of
CPS resources. Therefore, how to solve this kind of CPS
resource safety problems caused by space and time changes
becomes the key. We propose a space-time constraint resource
modeling and safety verification method for automated vehicle
to solve this problem. Firstly, the physical topology model is
proposed to model the physical topology space of CPS, which is
able to describe the topology space. Secondly, the Resource-
Space Time Communicating Sequential Process (RS-TCSP) is
proposed by extending the resource vector on the basis of Time
Communicating Sequential Process(TCSP) to describe the
resources in CPS topology. Thirdly, the physical topology
model and RS-TCSP are mapped to bigraphs and bigraphs
reactive system, respectively. The safety of CPS resources is
verified by BigMC, the verification tool of bigraphs, and the
counterexample path is modified. Finally, a driving scene is
given to verify the effectiveness of the proposes method.

Keywords- cyber physical system; formal verification; process
algebra; space-time constraint; resource safety
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CPS can be summed up as computation, communication
and control. CPS is a controllable, credible and extensible
networked physical device system that deeply integrates
computing, communication and control capabilities on the
basis of environmental awareness. Due to its human-
computer interaction and the driving environment, CPS
produces special resources: space-time constraint resources,
such as: a parking space in a parking lot, a section of rail in a
line, a data of the system, a message from a mobile device,
etc. This kind of special resource is affected by time and
physical topology space, and its safety affects the safety of
automated vehicles.

In 2011, a bullet train collision occurred in Wenzhou,
causing huge losses. The reason is that under the action of
lightning strike, there are no vehicles occupying the area
under the jurisdiction of the train control center of Wenzhou
South Station. As a result, the train control center still
displays the status of no vehicle occupied for control output
when the actual vehicles occupy the area in the subsequent
period. Therefore, the signal machine of the train control
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center is wrongly displayed as green, which leads to retail
collision [1]. The unsafe occupation of railway resources has
produced serious consequences. The safety of CPS resources
may cause serious consequences, especially in some safety-
critical CPS, such as the train control systems, automated
vehicles, etc. As one of the influences of the safety of the
CPS, the resource safety has been a hot issue in the research
of CPS safety. As time and topology change, resource safety
will be threatened and even cause serious consequences.
Therefore, a safety verification method is urgently needed to
ensure the safety of CPS resources. Therefore, how to verify
the safety of space-time constraint resources to ensure the
safety of CPS under the changes of time and topology space
is the current challenge.
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Fig 1: Technology roadmap.

In recent years, many achievements have been made in
CPS safety verification. Reference [2] studied the real-time
impact of environmental changes on system parameters.
Reference [3] studied the impact of time and space
consistency on CPS safety. These studies focus on non-
functional attributes such as time, which is used as a resource
to verify the system. Reference [4] proposes a CPS task-
virtual resource scheduling mechanism based on intelligent
planning. However, it implements scheduling of virtual
resources without taking time and space into account.
Reference [5-7] managed the energy in CPS to realize the
energy consumption estimation in CPS. Reference ([§]
proposes the impact of topology space on CPS safety.
However, it does not consider the impact of time on CPS
safety. Reference [9] proposes a spatio-temporal access



control model of online social networks and its visual
verification. Compared with the above work, we model and
verify the space-time constraint resources to ensure the
safety.

Communicating Sequential Process (CSP) is a formal
method established in 1978 by Hoare [10] suitable for the
specification and design of distributed concurrent software.
In 1986, Oxford’s Reed and Roscoe extended the CSP in real
time and proposes Timed Communicating Sequential
Process (TCSP) [11]. Process algebra is a formal method to
solve the communication of concurrent systems. It can
describe the problems of concurrency, synchronization, and
asynchrony of events in CPS. However, the description
ability for space of TCSP is limited, especially the physical
topology space. In addition, TCSP also lacks the description
ability of resources. Therefore, it is necessary to extend the
description ability of the physical topology space and the
resource for TCSP. So that the TCSP can describe the
physical topology space of the CPS and the resources in
cyber physical space, and then verify the safety of the
resources corresponding to the space and time.

Based on the above analysis, we propose space-time
constraint resources modeling and safety verification method
for automated vehicles (as shown in Figl). This method
firstly models the physical environment in automated

(b)place graph

(c)link graph
Fig 2: The anatomy of bigraphs.
The black dots in the figure are ports, and the ports can be
connected by edges. Where ej and e; are closed links, xy and
x; are open links.

B.  Term language

Bigraphs describes the change of the physical position
intuitively, but the change is hard for computers to
understand. Milner et al. proposes an algebraic system to
describe the bigraphs and the bigraphs reaction system.
Table 1 shows part of the algebraic representation of the
bigraphs and BRS [12].

Table 1. The bigraph symbol representation of PTM.

vehicles environment and proposes Physical Topology
Model(PTM). Secondly, extend physical topology space and

Term language representation Meaning

resources on TCSP and propose the RS-TCSP. Thirdly, the
PTM and RS-TCSP are transformed into bigraphs and
Bigraphs Reactive System(BRS) through the model
transformation. The bigraphs tool BigMC is used to verify it.
Counterexamples are used to modify RS-TCSP until the
proposes safety requirements are satisfied. Finally, an

R|IT Concatenation of roots
R|T Concatenation of nodes
ReT Composition
R.T Nesting
/x.R R with outer name x replaced by an edge
x/y Connection inner names y to outer name x

example of a driving system scene is used to illustrate the
effectiveness of the method in verifying the safety of CPS
resources.

II.  BACKGROUND KNOWLEDGE

A. Bigraphs

Bigraphs is composed of a place graph and a link graph.
The place graph is a forest with the number of regions as the
root node, which can represent the nesting relationship
between each node. The link graph is a hyper graph
composed of the same set of nodes in the place graph and a
set of edges. The connecting any number of nodes is used to
represent the connection relationship between nodes. The
place graph and the link graph are different results obtained
from the observation of the same bigraphs. The related
concepts are introduced according to Figure 2. Figure 2(a) is
bigraphs F, Figure 2(b) and (c) are the place graph and link
graph of the bigraphs F respectively.

There are two regions in Figure 2(a), which are
represented by dashed boxes as 0, 1. Vy, V', and V> represent
nodes. There is a nested relationship between V; and 7>,
which is determined by the relationship between the
modeling objects.
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C. Bigraphs reactive system (BRS)

BRS’s form can be expressed as redex—reactum. It
reconstructs itself by defining reaction rules. Before the
arrow is redex, after the arrow is the reactum. The bigraphs
of redex are transformed into the bigraphs of reactum
according to the reaction rules. As shown in Figure 3 is a
reaction rule. The left and right sides are respectively redex
and reactum. The reaction rule is expressed
as: Clx,1.(P) | D[x;]1— Clx,].(D[x;]| P) . It means that the object
D with the connection x; enters the object C with the
connection xo. In the process of change, the connection
relationship remains unchanged. If the bigraphs or part of the
bigraphs matches the redex, the reactum will be replaced by
reactum after the reaction rule.

reactum

Fig3: Reaction rule.



There are many tools to support bigraphs and BRS, such
as BigRed [13] and BigMC [14] etc. BigMC is a model
checking tool that runs on the BRS. BRS is a formal tool

developed by Robin Milner etc., emphasizing the
orthogonality of locality and connectivity.
III.  RELATED WORK

In recent years, the modeling and verification of CPS
safety have made great progress. Reference [15] proposes a
consistency verification method, which aimed to verify that
the physical characteristics and time of this process will not
cause conflicts. References [16-22] modeled how to safely
interact between the various parts of the CPS under time
constraints. Most of these traditional CPS modeling and
verification are limited to the analysis in the time domain.
Less consideration is given to the impact of physical
topology changes on CPS. So some safety issues of CPS
space-time resources exist.

Reference [23] proposes a new space-time language for
CPS to support the unified modeling of the space-time
property of CPS. And the language explained the topology
space and natural numbers based on time. This part of work
considers both time and space, conducting unified research
on time and space. Reference [24] proposes a methodology
and technical framework that supported the modeling of the
evolving cyber physical space. The space of CPS is not only
in the cyber space, but also in the physical space. Physical
space is also an important factor affecting CPS safety.

For the study of physical space, the research results have
been abundant in recent years. Reference [25] used BRS to
model the topology of cyber space, physical space and its
dynamics. Use this model to perform speculative threats
through model checking analysis. It inferred the
consequences of the evolution of topology deployment to
satisfy the safety requirements. Reference [26] proposes a
method for modeling the evolution of spatial scene snapshots
and verifying the space-time model. Bigraphs were
introduced into the topology space to define a novel topology
map. It was used to study the expressibility and verifiability
of modeling and analysis of space-time behavior. Reference
[27] proposes a topology-aware network physical access
control model (TA-CPAC). It can ensure the safety of the
network and the physical world at the same time by
dynamically adjusting the allocation of permissions.
However, the focus of this research is on the formulation of
access control policies. It takes little consideration of the
resources in CPS and does not focus on the time. Reference
[28] extends the time property on RBAC to study the access
control model under the influence of time. Reference [29]
studies RBAC under temporal and spatial constraints.

Automatic driving is the hot spot in recent years.
Reference [30] proposes a new automatic annotation method
to analyze road semantics, which treats the prior trajectory of
vehicles as a multi-dimensional sequence and extends the
traditional time series method to the spatial domain to
process the data. Reference [31] minimizes the average
travel time of all vehicles in the network relative to their
respective travel deadlines to improve traffic throughput. A
new approach to energy saving of intelligent transportation
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system (ITS) by using the delay constraint framework is
proposed in reference[32].

These access control only study time and space factors,
but does not focus on the resources corresponding to the
space-time in cyber physical space. It cannot guarantee the
safety of the space-time resources of the CPS in cyber
physical space.

This article is a continuation of the existing work. In this
paper, the physical topology space and resources are added
to verify and modify the resources in the CPS. With changes
in physical topology space and time, so as to ensure the
safety of space-time resources for automated vehicles and
realize trusted CPS. The method is an effective supplement
to existing work.

IV. PTM AND RS-TCSP

A. PTM

If the building is a root node, and the rooms are taken as
its child nodes, a tree describing the physical topology is
formed. For each physical location domain set POS:={p;,
P2 .., Ppm|meN"}, the nodes have a certain containment
and proximity relationship. Cyber location domain set
CPOS:={cpi, cp>...,cpu|neN"}.

Definition 1. The inclusion relationship of the physical
location domain.

If the location domain is in the hierarchical structure, and
the node p; is the parent node of the node p; , then p;
includes p;. It is denoted as pi(p)).

Definition 2. The inclusion relationship between the
physical location domain and the cyber location domain.

If the cyber domain {cpi|cp, €CPOS | ke N*, k<m} is
in the physical domain {p,|p,€POS, reN*, r<n}. It is
expressed as p(cpx).

B.  RS-TCSP syntax

Definition 3. The RS-TCSP can be defined as:

P::=STOP | SKIP|WAIT t|a—"220 5 P| P;Q | PuQ |PHQ|P;Q\
S(P)|P\A|P |l Q| P|| Q| uX - f(X)| Con>> P(Con::= SPACE|TIME|RES |

Conl A Con2 | Conl v Con2 | true) | POFin _Con(Fin_Con ::= SPACE‘T[ME‘

RES | Conl A Con2 | Conl v Con2| false)FQ

STOP is a process which will never engage in external
communication, and it makes the process terminate;

SKIP is a process which does nothing except terminate,
and is ready to terminate immediately;

WAIT t is a delay for skip. It does nothing, but is ready to
terminate successfully after ¢ time units;

a—-e) s pig the prefix operation, which means that
the process P is executed after the event a is executed on the
object. The resource vector r is changed, r=<PTM, (¢, twa),
res>. t and t.q are the execution time and waiting time
respectively. res represents the resource under the physical
topology of PTM and time (¢, tai). res can be empty. When
res is empty, it can be omitted;



In the process P50, control is passed from process P to
process Q if and when P performs the termination event.
This event is not visible to the environment, and occurs as
soon as P is ready to perform it. The sequential composition
operator transfers control upon termination;

PoQis an external choice between process P and Q. If
the environment is prepared to cooperate with P but not O,
then the choice is resolved in favor of P;

PO is an internal choice between P and Q, and the
outcome of this choice is nondeterministic;

d . . .
P represents timeout. If no communication occurs

between the two processes within d, it is considered timeout
and control is passed from P to Q;
P\4 indicates that any events belonging to 4 in process P
are not displayed;
The relabeled process f{P) has a similar control structure to
P, with observable events renamed according to function f;
In the hybrid parallel program 2, [l; O, components P and

O must synchronize according to events from set A()B,

and they interleave on all other events;

uX-f(X) . X is a process variable, A=aX , a
recursively defined process must immediately unwind
before it is able to perform any visible action;

Con >> P(Con ::= SPACE|TIME|RES | Conl A Con2 | Conl v Con2 | true)

It is called the space-time resource condition execution
operator. When Con is satisfied, P is executed. Con includes
three parts: the physical topology model SPACE, the time
model TIME and resource model RES. SPACE=Fjuage( Fpip(x,
¥, z), I) is a physical location domain judgment function. It
is a point-to-domain mapping function. Fy,(x, y, z)= [ inputs
points (x, y, z) and outputs the physical location domain of
the object. Fiuaee(Fpp(x, ¥, z), ) judges whether the area of
the current three-dimensional coordinate position is /. If the
domain is /, it returns true. Otherwise, it returns false. The
point (x, y, z) of the object can be mapped to the physical
topology space area of the CPS. When the condition does
not require space and time constraints, the condition is frue
by default. When the conditions are satisfied at the same
time, use "A". TIME is a predicate verb, TIME= (t, t)), it
represents the time period containing #, 4. TIME judges
whether the current time is in (#;, #). If the current time
teumens € (1:1;) | TIME:=true. Otherwise, TIME:=false. RES is

expressed as res = n. res is the resource condition for
executing the process, where n is a real
number, =€ {2,>,=,5,<} ;

POFin_Con(Fin_Con::= SPACE|TIME|RES | Conl A Con2| Conl v Con2 | false)FQ

SPACE, TIME and RES are the same as the models in the
space-time resource condition execution operator. The
default is false and can be omitted. If the condition Fin_Con
is satisfied, the interrupt on P can be executed and then
execute process Q. Use "A" when the conditions are
satisfied at the same time, and use "V" if at least one of the
conditions is satisfied;
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The basic operation of TCSP a?x means that the process
receives the input of x through the channel a.

C. Algorithm for model checking

(1) Time verification

First, verify that resource safety is affected by time safety
requirements. Time affects the safety of resources. If
resources are used outside the allowed time range, resource
safety may be compromised. Next, we verify the time
requirement of resource safety through an algorithm for time
property verification.

Algorithm 1 Algorithm for time property verification

abnormal:= D ; cur_path={N,}; totalt:=0; curr_t:=currentime
repeat
In:=last node in cur_path; //get the last node from current path
if successor nodes of last node have been visited//delete visited nodes

then delete last node of cur_path;
else
begin
if time constraint(#;,;) exists,fotalt<t; or totalt>t;then result.=false;
//When the time value from the source node to the current node bn is not in
the (#,4), the result value is false
then abnormal =abnormalU {en}; //When the time value from
the source node to the current node bn is not in the (¢, #) time period, write
down the abnormal node
cur_path=cur_pathU {bn};
end
until cur_path=J ;
if abnormal= O then
return true;
else return false;,

The verification of time is the T/ME model in the
verification condition. Algorithm for time property
verification traverses the state space graph through a depth-
first algorithm. Check whether the current time is within the
time period (#;, ¢). If the current time is satisfied. The time
requirement returns frue, otherwise it returns false.

(2) Get Deadlock

If the system is deadlocked due to time safety violations,
the time transition system until each node meets the time
safety requirements. For the modification of the system, the
algorithm for finding the deadlock getdeadlock() is used to
locate the nodes that violate the time safety requirements,
and then the deadlock modification algorithm is used to
modify the nodes.

Algorithm for finding the deadlock uses a depth-first
algorithm to traverse the state space graph to find deadlock
nodes. In the graph, deadlock nodes are nodes that do not
contain child nodes. The node cannot continue to execute
later. So it is necessary to locate the deadlock node to
facilitate subsequent modification operations to the deadlock.
(3) Deadlock modification

The modification to the deadlock node includes three
operations: adding an edge ed to the deadlock node; delete
the node, that is, the scheme of this node is not selected; add
an error handling node en and edge ed to fix the deadlock.



Algorithm 2 Algorithm for finding the deadlock getdeadlock()

deadlock:= D ; cur_path={N,}
repeat
In:=last node in cur_path; //get the last node from the current path

if successor nodes of last node have been visited//delete the visited

nodes
then delete last node of cur_path;
else
begin

bn:=take a unvisited successor node of /n ; //take a child node
bn that is not accessed by In
if bn=null;//The unreachable node does not have a child node
and deadlock occurs
deadlock=deadlock U {In}; cur_path=cur _pathU {bn};

else
cur_path=cur_pathU {bn};
end
until cur_path=J ;
if deadlock= O then
return true,
else return false;

Algorithm 3 Algorithm for modifying the deadlock

G= current state transition graph; //G is the current state transition
graph

deadlock=getdeadlock().deadlock;
getdeadlock()

repeat

//get deadlock nodes from

begin
dn:=a node in deadlock; //get a node from current deadlock

a= choose a to deal with the deadlock of dn; //choose the way to
handle the deadlock

switch(a):

case 0:add an edge ed in graph G,G = G U {ed}; break;

case 1:delete the deadnode dn from graph G,G = G/{dn} ; break;

case 2:add an error-handling node en and an edge ed in graph G,G
=GU {en} U {ed}; break;

delete node dn from deadlock; //the processed node is deleted
from deadlock

A.  Mapping rules from PTM to bigraphs

The transformation from PTM to bigraphs is as follows:
(1) The physical locations in POS and CPOS are
transformed into nodes V;

(2) The inclusion relationship pip) and pAcpr) are
transformed into the nesting of nodes;

(3) The communication channels are transformed into related
connection links;

(4) The changes of physical topology space and space-time
constraint resource caused by g—"2%«)_, pevents in RS-
TCSP are transformed into bigraphs reactions;

(5) The SPACE and RES of two extended operations are
transformed into the redex of the bigraphs reaction rules.

(6) According to the specific process events, the event a in
the event set A is transformed into the specific bigraphs
reaction rule according to the change of its physical topology
position, so as to realize the mapping from RS-TCSP to the
bigraphs reaction rules.

Transformation rule 1. PTM to bigraphs reaction rules.

V: POS. CPOS ™ V;//POS location resource set and CPOS cyber
resource set are transformed into node set V

ctrl: V—K;//Nodes to controls mapping, K can be all entities in the CPS
environment

prat: pip)) = pj—pi ; //The inclusion relationship of the physical
location is transformed to the nesting relationship between nodes

pAcpr) = cpi—pr///The inclusion relationship between the physical
location and the cyber location domain is transformed into a nested
relationship between nodes

link: channel = link; //link is the connection relationship of the
communication channel between the processes

E:link connected edge set

m = r;//The number of sites in the actual CPS scene is

n = k;//The number of regions in the actual CPS scene is &
X s the internal name of the CPS physical ports

Yis the external name of the CPS physical ports

The transformed bigraphs are symbolized as:

Table 2. The bigraph symbol representation of PTM.

end The resource type Node characteristics Graphical representation
until deadlock= 5 ; //handle all deadlock nodes - -
return G; subject resource active O
- - position resource active I:l
The RS-TCSP model meets the time safety requirements .
. . cyber resource active
through the time safety requirement. Then model . ; )
transformation will be carried out to verify the physical po active ®
topology safety requirements. DFS is used in Algorithm 1-3,
VI. CASESTUDY

the time and space complexity is O(n).

V. RESOURCE SAFETY VERIFICATION IN THE PHYSICAL
TOPOLOGY

In order to wverify the physical topology safety
requirements of CPS system resources, the RS-TCSP was
converted into bigraphs and bigraphs reaction system, and
the bigraphs tool BigMC was used for model detection to
verify the safety of resources corresponding to space and
time in the physical topology environment.
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Driving scenes and smart parking lots are both typical
CPS. The following figure shows a physical deployment
graph of a local city driving scene.

The figure 4 is a partial deployment structure graph of a
city. The deployment structure graph shows the spatial
structure of the city. The gray area is the road. There are
three roads: roadl, road2 and road3. A crosswalk at the
entrance of the school on road!. Blank areas are buildings in
the city. For the convenience of description, this article lists
four regional resources in local areas: school, shopping mall



(mall), parking lot (parklot) and construction. There are two
signs on the road: leftsign and parksign.

In this example, the simplified parking space resources in
the parklot are 6 parking spots: (spotl, spot2, spot3, spot4,
spot5, spot6). The Intelligent parking management system
(IPMS) is deployed on the server in the guardroom of the
parklot. There is a record resource on the /PMS, so the driver
can only enter the guardroom when the guard is present. It is
not allowed to enter the guardroom alone to ensure the safety
of the record resource. The area in the parking lot is the
mainarea, and the parking lot is open from 5 to 20.

spot3| [spot2| fpotl

mainarea

spotd| [spot5| [spot

mall parklot

gu@rd

server

road3

i TPMS

guardroom

construction

M school

]
>

%ﬁ@ver

car

roadl| L .40

crosswalk
Fig 4: Local physical deployment of the city.

The working principle of IPMS is shown in the figure
below. It is mainly divided into three modules: Data
Collection Model (DCM), Design Model (DM) and
Enforcement Model (EM). DCM includes some cameras,
radars and other sensors data collection and related data
preprocessing. Subsequently, the system sends the processed
data to the DM. The DM through a series of data storage,
data calculation and final decision. The result of the decision
is input to the EM for the execution of related actions.

Arriving at the parklot, if the parking lot is during working
hours and there are parking spots, the parking lot opens the
gate, and the driver logs in to the IPMS to obtain relevant
voice guidance and other prompts.

The existing car can go through the school and then
through the Road? to finally arrive at the parklot, or through
the Roadl and then through the Road? to the Road3 to the
mall shopping and then to the parklot. It depends on the
driver's goal choice. When the car performs these two goals,
the two modules of the car need to work together: Speed
Management Model (SMM) and Direction Management
Model (DMM). SMM is connected to four units: Start-Stop
Unit (SSU), Speed Notification Unit (SNU), Acceleration
Unit (4U) and Brake Unit (BU). DMM is connected to two
units: Steering Wheel (SW) and Direction Notification Unit

(DNU).

[ Perform actions
EM [ ol [ |
Openthe gate  Voice guidance  Datarelease | .. ...
VN N N
N s
DM
data storage ] [ Data calculation ] [ make a decision J J
2N / g
) L]
DCM [ Real-time data collection ] [ Data preprocessing J
H H Radio Frequency ]'[
webcam radar Identification

Fig 5: Intelligent parking management system architecture.

Reference [33] summarizes human information processing
into a four-stage process: information acquisition,
information analysis, decision-making and action selection,
and action implementation. We simplify the process into
three modules: information acquisition (GET), Goal (G) and
Execution (EXE). G is the process of obtaining the final goal
through human processing. In the current scene, the driver
wants to park the car in parklot and enter Guardroom to read
the record. Select roadl—road2—parklot— Guardroom
from the current location.

1) Scene modeling
(1)We use PTM and RS-TCSP to model the scene. First, the
PTM is obtained from the local physical deployment graph.

POS::{pmall’ DPschools Pcrosswalks Pparklots Pconstructions Proadls
Droad2> Proads, Server, lefisign, parksign, car, driver, guard,
mainarea, spot, guardroom}
CPOS:={IPMS, DM, EM, DCM, record, GET, G, EXE,

SMM, SSU, SNU, AU, BU, DMM, SW, DMU}

The physical deployment relationship is:

PL®mait,  Pschools  Pparkior  (mainarea(spot,  guard,
guarerOm(SerVel”))), Pconstructions Proadl (pcroxswalk, car, driver),

road2 (lefisign, parksign), proads)
Fig 6: Physical deployment relationship.

The cyber deployment relationship is:
IPMS(DM, EM, DCM, record)
driver(GET, G, EXE)
car(SMM, SSU, SNU, AU, BU, DMM, SW, DMU)
Fig 7: Cyber deployment relationship.
The set of communication channels for this scenario:
channel:={pk, It, cw, bu, au, sn, ss, name, st, sn, ac, br,
dm, log, read, cname, dm, sw, work, logg, gname, spl, sp2,
sp3, sp4, sp3, sp6, re, login, city}
Event set A:={in, out, accelerate, brake, enter, exit,
login, loginout, turn, read}
The initial process definitions of DRIVER, CAR and
IPMS are as follow:

DRIVERiniia=GET)|G||EXE|name?—STOP||st?>—STOP||sn?—ST
OP||ac?—STOP||br?—STOP||dm?—STOP||sn?—STOP||ac?—S
TOP||br?—STOP||dm?—STOP|log?—STOP)||read?—STOP||get]
!—>STOP)||get2!—>STOP||exe2?—STOP
GET=get]?—STOP||get2?—STOP
G=get2!—>STOP||exel | >STOP

EXE=exel ?>—>STOP||exe2!—>STOP
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Fig 8: Initial DRIVER process model.
DRIVER i 1s the initial model in the current physical
topology environment, and represents the concurrency of




multiple processes. The initial model in the current physical
topology, represented as the concurrency of multiple
processes. It contains the interaction between the three
modules of DRIVER GET, G and EXE. For example, if the G
module generates a target and sends it to the EXE through
the exel channel, the G process contains exel/—STOP
concurrency, EXE contains exel/?—STOP concurrency to
indicate the sending and receiving of the goal.
CAR=SMM||SSU||SNU||AU||BU||DMM||DMU||SW
SMM=s52?—STOP||su2?—STOP||au2?—STOP||bu2?—STOP
SSU=s51?—STOP)||ss2!—STOP
SNU=sul?—STOP||su2!—>STOP
AU=aul?—STOP||au2!—STOP
\IBU=bul?—STOP|bu2!—STOP
IDMM=sw2?—STOP||dmu2?—STOP
\DMU=dmu1?—STOP||dmu2!—STOP

SW=swl?—STOP|sw2!—STOP

Fig 9: CAR process model.

The CAR process contains the interaction of two modules
and four units of car. So the CAR process is the concurrent
process of these units. At the same time, the interaction
between each module and unit is the concurrency of the
process composed of the transceiver operation of the
corresponding channel.

[[PMS=DM||EM||DCM||record!—STOP
IDCM=dm1!—STOP
IDM=dm1?—STOP)||dm2!—STOP
\IEM=dm2?—STOP||lem!—>STOP

Fig 10: IPMS process model.

IPMS process is the DM, EM, DCM and record send
action related process concurrency. DCM sends the collected
data through channel dmi, and DM receives the data sent by
DCM through channel dmi for decision-making. Similarly,
the DM sends decision data through channel dm2, and the
EM receives decision data through channel dm2 and sends
execution commands through the £M channel.

DR_ENTER ROAD2=

X (U’l (PTM ,(0.3,0.2),car)
uxX * _r >
brake

(PTM ,(0.1,0.1),car)
DRIVER=
HuX *(DR_ENTER ROAD2;(5,20) A (1< spots < 6) >> enter

acceler{lte (PTM ,(0.2,0.2),car)
enter (PTM ,(0.2,0.3),road 2) X)

(PTM (0.2,0.3), parklot)
(Fugge (Fyp (X, ¥, 2), parklot) A (5,20))
55> login—PILOZOPYS) | oo (PTMOLO)guardroom) y 1o
(PTM ,(0.1,0),record) X)

Fig 11: DRIVER process model.

In this scenario, driver enters ROAD? first, then parklot,
and then guardroom to read record. DR ENTER ROAD?2
process is executed by a series of actions,enter
car—accelerate car —brake car—enter road2. After the
DRIVER  process is DR ENTER ROAD2,  enter
parklot—login IPMS—enter guardroom—read record.

GUARDuiiai=logg!—STOP||gname?—STOP

(PIM ,(0.3,0.2), guardroom)

UX *(enter

(PIM (0.2,0.2),IPMS)

login
(PIM ,(0.1,0.1), guardroom)

GUARD=

exit X)

Fig 12: GUARD process model.
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The initial GUARD process is the concurrency of the two
processes that input the guard’s name data through the
channel gname and output login information through the
logg channel. In the current scenario, guard enter
guardroom—login IPMS—exit guardroom
MALL=workl!—STOP
PARKLOT=work2!—STOP
SPOT=sp1!—STOP||sp2!—STOP||sp3!—STOP]|
sp4!—STOP||sp5!—STOP||sp6!—STOP
CROSSWALK=cw!—STOP
PARKSIGN=pk!—STOP
LEFTSIGN=It!—>STOP

Fig T3: Other process models.

MALL and PARKLOT output working data through
channels, respectively. A SPOT process is a concurrency of
six parking spaces sending data over a channel whether they
are being used or not. In the same way, the CROSSWALK,
PARKSIGN, and LEFTSIGN processes also send the used
data through the channel.

DI=DRIVER niial] [ DRIVER
Gl ZGUARDin[z[a[‘ ‘ GUARD
ADS=DI || G1 || CAR || IPMS || MALL || PARKLOT || SPOT|| {
A A A A A A A

ROSSWALK || PARKSIGN || LEFTSIGN
A A

Fig 14: ADS process model.

(2) Next, transform the model according to the
transformation rule 1 in Section 5.1, and the transformation
result is as follows:

Node set in the process V:={mall, school, crosswalk,
construction, parklot, roadl, road2, road3, server, leftsign,
parksign, car, driver, guard, mainarea, guardroom, IPMS,
DM, EM, DCM, record, GET, G, EXE, SMM, SSU, SNU,
AU, BU, DMM, SW, DMU}

The containment relationship between the physical
location domain and the containment relationship between
the physical location domain and the cyber location domain
are transformed into the nesting relationship. For the
channel in the above model, it is transformed into the port in
the bigraphs. The sending and receiving process of the same
channel is mapped as the connection in the topology space.
Such as dm1!—STOP of DCM and dmi?—STOP of DM is
the sending and receiving process of the same channel dm.
Then node DCM and DM will have a link. According to the
transformation rules, the bigraphs of the scene are as follows:

The operation event set of the process event:={in, out,
accelerate, brake, enter, exit, login, loginout, turn, read}

The following transformation rules are used to transform
the physical topology resource changes of the event in the
scene into the bigraphs reaction rules. For different execution
process subject to execute the same event corresponding to
the change of different resource vector r. For reasons of
space, the reaction rules in this article will list only those that
are relevant to the current scenario.
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Fig 15: Bigraphs of local physical deployment of the city.

For space reasons, the following transformation rules only
describe the mapping rules for entering the car event
— (e y STOP and using process for parking space
STOP .

resources enter
(W)

in

(r.parklot )

(0.2,wait) | In(PTM,0.3,C1)

(0.2,wait) accelerate(PTM,0.2,C1)

(0.1,wait) | brake(PTM,0.1,C1)

(03,wait) | enter(PTM,0.2,road2)

ogin(PTM,0.2,C1]
. {o2,wait)

| (0await)

(0v3,\iva|t) epter(PTM,0.2,parklot)

enter(PTM,0.1,C1)

read(PTM,0.1,C1)

Fig 16: Graph of topology and time constrained state transition.
When the enter —24*) 5 STOP is executed, the spot
resource condition for parklot is 1<spots<6. Therefore, only
the remaining spots are between 1 and 6, the car can enter
parklot. When entering the parklot, a spot enters the used
state and the topology space description changes.

B.  Model checking
(1) Time property verification

The symbol transition system of the ADS process in Scene
modeling is shown in Fig 16. The time property of the
process is verified by the verification algorithm of the time
property in Section 4.3. To simplify the size of the state
space, the graph of topology and time constrained state
transition of DRIVER is drawn as Fig 16.

Perform the “Algorithm for time property verification” in
Section 4.3 for this process. When nodes N, are reached,
these two nodes have time constraints. The opening time of
parklot is (5, 20) . When entering the car at time 18, the
depth-first algorithm is executed. It is detected that there is a

Transformation rule 2. The events are mapped to the
corresponding reaction rules.

Process Event

Topology space and resources changes

RULESI:= driver[e5,e6,tom,-,-,,-,- -, -, -].80|car[c1].81]82—
in— o erop  car[cl].(driver[e5,e6,tom,-,,-,~,-,~,-,- 1.80|181)|$2;
RULES2:= (1)0 spot used(6 spots left)
Fiuage(Fpip(X,9,2), parklot[work].mainarea.($0|spot/-,-,-,-,-,- )|$1—
parklot) A parklot[work].mainarea.($0|spot/used,-,-,-,-,- /181
(5, 200N (2)1spot used(5 spots left)
(1<spots<6)>> parklot[work].mainarea.($0|spot/used,-,-,-,-,- J)|81
(enter —

(r.parklot) parklot[work].mainarea.($0|spot[used,used,-,-,-,-
STOP) 1181;

(3)2 spots used(4 spots left)
parklot[work].mainarea.($0|spot[used,used,-,-,-,-
DIsI—~
parklot[work].mainarea.($0|spot/used,used,used,-,-
-J181;
(4)3 spots used(3 spots left)
parklot[work].mainarea.($0|spot/used,used,used,-,-
IS
parklot[work].mainarea.($0|spot[used,used,used,us
ed,-,-]|$1;
(5)4 spots used(2 spots left)
parklot[work].mainarea.($0|spot[used,used,used,us
ed,-,-])|$1—
parklot[work].mainarea.($0|spot/used,used,used,us
ed,used,-]|$1;
(6)S spots used(1 spot left)
parklot[work].mainarea.($0|spot/used,used,used,us
ed,used,-])|$1—
parklot/work].mainarea.(30|spot[used,used,used,us
ed,used,used]|$1;
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time constraint at the N,. The current fotalt is 2, and the
previous execution time can just reach the parklot at 20.

(2)Deadlock status positioning and modification

For the above state transition graph, the deadlock node is
located through the algorithm for finding the deadlock
getdeadlock() and the deadlock node set Deadlock:={Ns}. It
is found that the N5 is parked at the parklot without
performing other actions, because parklot is open at (5, 20).
Therefore, it is not open at other times and the deadlock state
needs to be modified: add relevant edges to the node to make
it or delete the node. Therefore, at Ns, it can delete the Ns.
That is, find a parking lot that is open all day or perform
fault-tolerant plans. The fault-tolerant processing measure of
node Njo (such as roadside parking spaces) is added, and
driver enters the parklot the next day. The following are the
choices for deadlock: looking for a temporary parking space.
The modified state space diagram is shown in Fig 17.



(02,wait) In(PTM,0.3,C1)

{0.1,wait)

(0.3, dvait) eter(PTM,0.2,parklot)

enter(PTM,0.1,C1)
(0. waiy

read(PTM,0.1,C1)

(0.1,wait)

Fig 17: Modified graph of topology and time constrained state
transition.

Then the RS-TCSP model of this process needs to be
modified accordingly:

brakelF,, ... (F,, (x, y, z), parklot) n (5,20)Ferror should be

added to the DRIVER process for fault tolerance processing.
(3)Physical topology property verification

After we input the above model, rules and the following
properties into the BigMC, we perform model checking. We
enter a statement for the following properties into BigMC.

Yoproperty CppResourceSecue !matches
(parklot[work].mainarea.(guard[jack,-,-]|guardroom. (driver/e5,
e, tom, -, -, -, -, -, -, -, - ,-]. 81182)|83)|34)
%zproperty CppSpotsSecue Imatches
(parklot[work].mainarea.($0|spot[used,used,used,used,used,used
|car[cl].(driver[e5,e6,tom,s,-,-,-,-,-,-,-].31)|$2)|83).

Fig 18: The statements for checking the properties.

The first property CppResourceSecue is that the driver is
not allowed to be alone in the guardroom to protect the
safety of the resources in the guardroom.

The second property is that it is not allowed the car to
enter the mainarea of the parklot when the spot resources are
occupied.

The initial state and the reaction rules are input into
BigMC, resulting in a counterexample. The path is shown in

2 @ €s% bigmc @driving.bgm
+** Found violation of pr pRe<DurceSe<ue

<** CppResourcesecue: Imatches(

-)
(parklot[wurk] matnarea. (guard[]a(k

-1.nil | guardroom.(driver[e5,e6,tom, -
il | EXE[e4,e6].nil) | server.IPMS. (
il | record[re].nil)) | spot[-

L-.-1.n roadz. (paangn[pL] nil | leftsign[1f].nil) | roadi.(car[c1].(ssUfe
10,ss].nil | SNU[e9,sn].nil | SMM[e7,e8,e9,e1@].nil | AU[e8,au].nil | BU[e7, hu]
hil | DMM[e11,e12].nil | SW[eil,sw].nil | DMU[ei2,dm].nil) | crosswalk[-].nil) |
mallfwork].nil | shcool.nil | construction.nil | road3.nil) <- *** VIOLATION

(parklot[work].mainarea.(guardroom. (se | guard[jack,login,-J.nil) | $1) | $2
(parklot[work].mainarea.(guard[jack,-,-].nil | guardroom.$6 | $1) | $2)
(parklot[work].mainarea.(guardroom.(guard[jack,-,-]1.nil | driver[e5,e6,tom,-
.-1.(GET[e3,e5].nil | G[e3,e4].nil | EXE[ed,e6].nil) | server.IPMS.(
DCM[EL] n11 | bM[e1,e2].nil | EM[e1l,login].nil | record[re].nil)) | spot[- -
i1) | road2.(parksign[pk].nil | leftsign[1f].nil) | roadi.(car[c1]. (ssu[e
| SNU[e9,sn]l.nil | SMM[e7,e8,e9,e18].nil | AU[e8,aul.nil | BU[e7,bu].
hil | DMM[e11,e12].nil | SW[e1l,sw].nil | DMU[e12,dm].nil) | crosswalk[-].nil) |
mall[work].nil | shcool.nil | construction.nil | road3.nil)
>> (parklot[work].mailnarea.(driver[e5,e6, tol
uard[jack,1,-1.nil | $2) | $3) | $4) -
d[jack,login,-].nil | driver[e5,e6,tom,

-1.%1 | guardroom.(g
mainarea.(guardroom. (guar
2$1 | S2) | $3) | $4)

(parklot[work].mainarea.(guardroom.(server.IPNS. (DCM[€2].nil | DM[e1,e2].nil
[e1,login].nil | record[re].nil) | guard[jack,-,-].nil) | driver[es,e6,tom,
»-»-1-(GET[e3,e5].nil | G[e3,ea].nil | EXE[ed,e6].nil) | spot[-

Toad2.(parksign[pk].nil | leftsign[1f].ni1) | read1.(car[c1].(SSUie

B SNU[e9,sn].nil | SMM[e7,e8,e9,e1@].nil | AU[e8,au].nil | BU[e7,bu].

| DMM[e11,e12].nil | SW[e1l,sw].nil | DMU[e12,dm].nil) | crosswalk[-].nil) |
mallfwork].nil | shcool.nil | construction.nil | road3.nil)

>> (parklot[work].mainarea.(guard[jack,-,-].nil | guardroom.se | $1) | $2) -> (

parklot[work].mainarea.(guardroon. (56 | guard[jack,-,-].nil) | $1) | $2)
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j#3  (road2.(parksign[pk].nil | leftsign[1f].nil) | parklot[work].mainarea.(drive
r[e5,e6,tom,-,-,-,-, ].(GET[e3,e5].nil | G[e3,e4].nil | EXE[e4,e6].nil) |
Spot-,-,- ‘1'ni1"| guard[jack,-,-1.nil | guardroom.server.IPMs.(DcM[e2].nil
| DM[el,e | EM[e1,login].nil | record[re].nil)) | roadi.(car[c1].(SMM[e7,
8,e9,e16].nil | SSU[e1®,ss].nil | SNU[e9,sn].nil | AU[e8,au].nil | BU[e7,bu].ni
| DMM[e11,e12].nil | SW[el1,sw].nil | DMU[e12,dm].nil) | crosswalk[-].nil) | m

ll[worL] nil | sheool.nil \ _construction.nil | road3.nil)
,-1.51) | parklut[work] mainarea.

I
]51\54)|

(road2.(parksign[pk].nil | leftsign[lf].nil | driver[es,es,tom,
(GET[e3,e5].nil | G[e3,e4].nil | EXE[e4
3,29,e10].nil | ssu[e1@,ss].nil | SNU[e9,sn].nil | AU[e8,au]l.nil | Bu[e7,bu].nil
| DMM[el11,e12].nil | SW[ell,sw].nil | DMU[elg,dm],nﬂ.) | crosswalk[-].nil) | ma
1[work].nil | shcool.nil | construction.nil | road3.nil | parklot[work].mainare
5. (spot[-, J.nil | guard[jack,-,-].nil | guardroom.server.IPMS.(DCM[e2].
il | DM[el m] nll | EM[el h)gu‘] nil \ re(ord[re] l\il)))

1| S2) | $3) -> (road
53)

p15  (mall[work].nil | shcool.nil | construction.nil | road2.(parksign[pk].nil |
eftsign[1f].nil) | road3.nil | parklot[work].mainarea.(spot[-,-, .nil |
juard[jack,-,-1.nil | guardroom.server.IPMS.(DCM[e2].nil | DM[el | EM[e1
,login].nil \ record[re].nil)) | roadi.(driver[e5,e6,tom,-,-,-, ].(GET[e
,e5].nil | G[e3,e4].nil | EXE[ed4,e6].nil) | car[cl].(SMM[e7,e8, e9 el0].nil | S5
[e18,ss].nil | SNU[e9,sn].nil | AU[e8,au].nil | BU[e7,bu].nil | DHM[ell,e12].ni

SW[ell,sw].nil | DMU[e12,dm].nil) | crosswalk[-].nil))

oot)
:step] Counter-example found.

Fig 19: Modified graph of state space.

This counterexample path violates the CppResourceSecue
property. After finding the counterexample, the BigMC finds
all nodes from the initial node to the current violation node.
The counterexample path is shown in the figure. For this
counterexample, the path is 5(root)—4(driver enters
road2)—3(driver  enters  mainarea)—2(guard  enters
guardroom)—1(guard logins IPMS)—0(guard logouts and
exits guardroom). Therefore, we should specify that when
the guard leaves the guardroom, the guardroom will not
allow any more drivers in the room. Modify GUARD in RS-
TCSP to:

GUARD=
/,IX ° (e}’l[er (PIM ,(0.3,0.2), guardroom) log in (PIM ,(0.2,0),1PMS) {driver
< 1) >> exit (PIM ,(0.1,0.1), guardroom) log out (PIM ,(0.2,0.3),IPMS) X)

Fig 20: Modified GUARD process.
Also, RULES was modified as figure 21.

(r,mainarea)

IRULES '=((dri ver<l)>>exit —-maned) o STOPY:parklot{work].mai

].$0|(guard[]ack,-,-]|guardr00m.$ 1 |$2))\$3,.

Fig 21: Modified RULE.

As the physical topology space of the driver and guard
changes, the physical space does not meet the resource safety
requirements in the guardroom, and the modified process
algebra model ensures the resource safety in the guardroom.

VIL

The safety of automated vehicles has been widely
concerned by people. To solve the safety problem of space-
time constraint resource of automated vehicles, an algebraic
model for space and time resource constraints of CPS and
its verification method are proposes in this paper.

However, the scene of automated vehicles is complex,
and we have only made brief modifications to the problems
such as deadlock and unreachable in the model detection.
We will continue to study how to modify the model
according to the scene of automated vehicles.

CONCLUSION
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